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Cookie Consent &
the Verification Gap

Consent choices

Confidence runs ahead of control.

Privacy, security &
compliance leaders surveyed @

Independent research conducted by Censuswide

Real-world websites
audited by Feroot
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CMP ADOPTION AND
CONFIDENCE ARE WIDESPREAD

THE DIGITAL ENVIRONMENT
NEVER STANDS STILL
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of CMP users are somewhat
or very confident their
platform blocks

of organizations
have fully or partially
deployed a CMP.
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marketing vendor unauthorized or technologies per
changing data undocumented organization.

. . . BUT WHAT DID THE WEBSITE AUDITS SHOW?
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median tracking
vendors on sites
without a CMP

median tracking
vendors on sites

Third-party technologies multiply. Vendor behavior changes. Visibility withia CMP

struggles to keep pace.

CMPs show value. But deployment and confidence don't prove that every
consent choice is honored.

CONFIDENCE IS HIGH.
VERIFICATION IS LESS CERTAIN.
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DQ DID THEY KNOW WHETHER SCRIPTS

HOW TEAMS VERIFY THEIR
CONSENT CONTROLS

23 6% - Regularly test and can technically verify

Suspected but
not confirmed

o/ Manually tested multiple times and are :
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is fully authorized.

Confidence doesn’t always come with technical verification.

of surveyed organizations with CMPs deployed were

n REAL-WORLD AUDITS REVEALED FIVE GAPS 14% able to confirm that pre-consent firing had never

occurred.
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BROWSER “REJECT ALL" THIRD-PARTY SENSITIVE
OPT-OUTS DATA FLOWS FIELDS

93%

of websites continued
loading ad and tracking
vendor scripts despite the
presence of a Global
Privacy Control signal.

Global Privacy Control
communicates a browser-level
preference not to sell or share
personal data.

It provides a separate signal
from choices made through the
visible cookie banner.

69%

of websites continued
loading advertising or
tracking vendors after a
visitor selected “Reject All."

Continued vendor loading was
observed even after visitors
explicitly rejected tracking
through the cookie banner.

69%

of websites placed a
known advertising or
analytics cookie in a
category the CMP would
not block.

62%

used “Strictly Necessary”
for at least one known
advertising or analytics
cookie.

"

Ad cookie » Labeled
“Necessary” - Still allowed

A mislabeled advertising cookie
can remain active even when the
CMP follows its configured rules.

82%

of websites allowed third
parties to read a form field
and send data off-page.

Some transfers support
expected services, but the
results raise questions about
which vendors received the
information, where it went, and
whether those transfers aligned
with the organization’s policies
and legal requirements.

24%

of websites gave an
outside vendor script
password-field read
access.

35%

gave outside vendor scripts
access when username
fields were also included.

Advertising scripts were among
those with access.

Read access alone does not
establish password transmission.

REGULATORY OR LEGAL NOTICES WERE
THE MOST REPORTED DISCOVERY PATH

How unauthorized scripts were discovered

R 29
G 26%
G 24%

Regulatory or legal notification
Internal security review
Manual audit

Automated scanning
Third-party vendor report

User complaint

Regulatory or legal notification was the most commonly reported way
organizations discovered unauthorized scripts.

PERIODIC REVIEW IS CARRYING A
CONTINUOUS RESPONSIBILITY

o did not report continuous
o auditing with dedicated tooling.

How teams audit CMP performance

14% 51% 18% 17%

Continuous Periodic Rely on CMP No runtime
with dedicated reviews vendor reporting audit
tooling

Websites and vendors change continuously.
For most teams, verification does not.

PUT YOUR WEBSITE TO THE TEST

Are your visitors’ consent
choices actually being honored?

See what's happening across your website with Feroot's
free Privacy Consent Assessment.

Get your free assessment -

For public-facing websites. No installation or code changes required.

HOW READY ARE TEAMS TO PRODUCE
CONSENT EVIDENCE?

If a consent-related legal action were filed today, how ready would
your organization be to produce evidence?

16% 51% 31%

Fully prepared Mostly prepared Uncertain

3%

Not prepared

Historical, Evidence could be It is unclear what No audit trail is
auditable produced, but evidence exists or available.
evidence is assembling it where to find it.
available on would take time.
demand.

THE TAKEAWAY

@ For most respondents, producing consent evidence would
require time—or they were uncertain about what evidence
was available.

a THE VERIFICATION GAP

Consent controls are widely adopted. Confidence is high.
But neither guarantees that consent choices are being honored in
practice.

Digital environments
change continuously,
while verification is
often periodic.
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Closing that gap requires moving beyond having consent controls in place
to continuously verifying how they actually perform.
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