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Executive Summary

Your consent banner is live, your CMP is configured, and your 

legal team signed off months ago. All is well, right?  

Not necessarily. A 2025 academic study conducted at the 

University of Denmark analyzed the top 10,000 websites across  

31 countries and found that while 67% of websites display  

a consent interface, only 15% meet the minimum  

legal requirements for compliance.

In other words, most organizations already have the same building blocks you do:  

a consent banner, a configured CMP, and a documented policy. Yet the vast majority 

are still failing to meet basic consent requirements. 

The problem isn’t the platform. It’s the assumption that deploying one is enough.  

A Consent Management Platform (CMP) defines what should happen when a user 

clicks “reject.” But most CMPs provide limited visibility into whether that policy is 

actually enforced across the website’s technical infrastructure.

This eBook is about that gap: why it exists, why it’s growing, and what organizations 

need to do about it. It draws a distinction that most privacy programs haven’t fully 

reckoned with yet, which is the difference between having a consent program and 

having a consent program that works as intended in production. 

It explains why the digital experience layer is the place where compliance is ultimately 

won or lost, and why continuous consent auditing has become the operational 

capability that separates organizations with genuine control from those with only  

the appearance of it.

If you’re a privacy leader, GRC practitioner, or compliance officer responsible for 

demonstrating that your consent policies are actually enforced, this is the argument 

you need to make internally and the framework that makes it possible to back it up.
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Understanding the Regulatory Landscape

By 2024, more than 140 countries had enacted national data privacy laws, covering 

79% of the world’s population. Across all of them, a single demand runs as a common 

thread: users must have meaningful control over how their personal data is collected, 

used, and shared. The specific requirements vary by region, but the underlying principle is 

consistent.

These requirements are operationalized through consent and preference programs, 

typically supported by Consent Management Platforms (CMPs). In the US alone, 19 states 

had passed comprehensive privacy legislation by early 2025, each with its own nuances 

around how consent must be collected, honored, and documented—which means the 

operational burden on privacy teams is only growing.

What’s important to understand, and what often gets conflated, is that most of these 

regulations do not mandate formal compliance audits. Organizations are required to honor 

consent, but most laws do not require organizations to continuously verify the technical 

behavior of their websites.. 

The notable exception is the California Privacy Rights Act (CPRA), which authorizes the 

California Privacy Protection Agency to require formal risk assessments and cybersecurity 

audits for certain businesses. But those are broad program-level reviews, not technical 

verification of whether a website is actually respecting consent choices in real time.

That distinction between a regulatory audit and a consent audit is what this ebook is built 

around. 

Regulation Relevant Requirement

GDPR Prior consent before non-essential tracking

ePrivacy Directive Cookie consent requirements

CPRA Rights to opt out of sharing/selling data

VCDPA / CTDPA Targeted advertising opt-out
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Regulatory Audits vs. Consent Audits

We know that these words sound the same, share the same vocabulary, but they are not 

the same thing. Let’s review the differences:

Regulatory privacy audits

Consent audits

A regulatory privacy audit is a formal 

assessment of an organization’s overall  

privacy and security practices. It examines 

governance structures, data inventory, security 

controls, vendor management, and risk 

management processes—essentially, whether 

the privacy program as a whole is designed 

and operated appropriately. Under CPRA, 

the California Privacy Protection Agency is 

authorized to require certain businesses to 

conduct these audits periodically, making it 

one of the few regulations that mandates this 

level of formal review.

What these audits do not do is verify the 

real-time behavior of websites and mobile 

applications. A regulatory audit can confirm 

that your organization has a consent policy. 

It cannot confirm whether a tracking script 

on your checkout page fired 40 milliseconds 

before a user clicked reject. Those are 

fundamentally different questions, and 

regulatory frameworks were not designed to 

answer the second one.

A consent audit is a technical process 

of verifying whether a website or mobile 

application actually respects user consent 

choices in practice. That means checking 

whether unauthorized scripts are blocked, 

whether consent signals are transmitted 

correctly to downstream vendors, and 

whether real-world behavior aligns with the 

stated consent policy. 

Multiple academic and regulatory studies 

have found that a significant percentage 

of websites offering a “reject all cookies” 

option still load tracking technologies before 

consent is given. That is not a policy failure. It 

is an enforcement failure—and it’s exactly the 

kind of failure that regulatory audits are not 

designed to detect.

Consent audits are internal operational 

capabilities, not external regulatory reviews. 

Their purpose is to validate the performance 

of a CMP and the broader Consent and 

Preference program by testing what actually 

happens at the digital experience layer when 

a user makes a choice. 

Investigations by the New York Attorney 

General found multiple websites where 

consent management tools were not properly 

passing opt-out signals to tag management 

systems, meaning marketing tags continued 

to fire even after users believed they had 

opted out.

The distinction matters because conflating 

the two creates a false sense of control. 

Regulatory audits tell you whether your privacy 

program is designed correctly. Consent 

audits tell you whether it’s working. Both are 

necessary, but only one of them can tell you 

what’s actually happening on your website 

right now.

5 Consent Management Is Not Enough: Ensuring Privacy Compliance Across the Digital Experience Layer| Book a Demo

https://www.feroot.com/demo/


How Organizations Implement Consent 

& Preference Programs

Organizations typically manage consent through Consent 

Management Platforms. At their core, CMPs are designed 

to handle the operational complexity of consent at scale—

displaying consent banners to users, collecting and recording 

their preferences, categorizing vendors by purpose, 

transmitting consent signals to downstream systems, and 

maintaining auditable records of user choices. 

For organizations navigating multiple jurisdictions and dozens 

of third-party vendors, that infrastructure is not optional. CMPs 

are essential to running a modern privacy program.

From a policy and user interaction standpoint, everything has 

worked exactly as intended.

A user lands on a website

Their preference is logged

Consent banner appears

The CMP records the choice

They click reject

The vendor categories 

associated with non-essential 

tracking are flagged as inactive

In July 2025, Healthline Media settled with the 

California Attorney General for $1.55 million. They 

had opt-out forms, GPC support, and a preference 

database. Yet after users exercised all three, 

investigators found that 118 cookies were still active 

and 82 tracking tags were still operating. 

The CMP had done its job. It collected the 

preference, logged the choice, and updated the 

record. What it didn’t do, and what it was never 

designed to do, is verify whether the rest of the 

technical infrastructure actually honored that choice 

in production.
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The Digital Experience Layer—Where 

Policy Meets Reality

Consent enforcement ultimately occurs in the digital experience layer. This is the 

environment where policy either holds or breaks down, and it includes:

Picture a marketing team launching a new campaign page on a Tuesday afternoon. 

The page goes live quickly, the tag manager configuration from the previous template 

is carried over without a privacy review, and by Wednesday morning a third-party 

advertising vendor is receiving behavioral data from users who opted out two weeks ago. 

Nobody on the privacy team knows. Nobody on the marketing team realizes anything 

went wrong. The CMP policy hasn’t changed. The consent banner still appears. The 

preference records still look clean. But somewhere between the user’s choice and the 

vendor’s server, enforcement quietly failed.

This is an example of how consent drift happens in practice. The digital experience 

layer changes constantly as marketing teams, product teams, and vendors introduce 

new scripts and technologies, and each change creates a new opportunity for website 

behavior to pull away from the policies defined in the CMP. 

These issues often occur without anyone realizing it, which is precisely what makes them 

so difficult to manage through periodic reviews alone. By the time a problem surfaces—

through a regulatory investigation, a consumer complaint, or an internal audit—the drift has 

typically been happening for weeks or months.

The digital experience layer is where consent policy meets operational reality.

Web pages and 

app screens

•	 Tags firing before consent is given

•	 Scripts loading in reject state

•	 Vendors receiving data despite an opt-out

•	 Consent signals not propagating correctly to downstream systems

The gaps that open most often include:

Advertising pixels

Tag management 

systems

Third-party vendors

Marketing and 

analytics scripts

Personalization tools
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Why CMP Implementation Alone Is Not 

Enough

Many organizations assume that implementing a CMP means they are compliant. It’s an 

understandable assumption. The platform is live, the banners are appearing, the legal 

team signed off, and the compliance task has been marked complete. From a program 

design standpoint, the work looks finished.

In reality, a CMP simply establishes the policy framework. It defines what should happen 

when a user makes a choice. Ensuring that the website actually behaves according 

to that policy is a separate and ongoing challenge, and it’s one that a CMP was never 

designed to solve on its own. CMPs rely on ongoing configuration across tag managers, 

vendor integrations, and site templates to ensure consent policies are enforced correctly.

If consent policies or data flows are not configured correctly for every device, channel, 

location, type of data, or third-party pixel or SDK, there are no alerts or safeguards to 

prevent non-compliant data sharing.

Independent research suggests that the majority of websites are failing to action user 

consent around cookies and are not compliant, even when compliant-looking banners 

and CMPs are in place. The compliance gap isn’t a policy problem. It’s a verification 

problem. Organizations have invested heavily in defining what consent should look 

like, and comparatively little in confirming whether that definition is being followed in 

production every single day.

The result is a growing and largely unmonitored gap between privacy policy and actual 

site behavior—one that regulators are increasingly equipped to find, even when the 

organizations responsible for it have no idea it exists.

•	 New scripts bypassing consent controls

•	 Tag manager changes altering behavior that was previously configured correctly

•	 New campaign pages launching without proper consent configuration

•	 Vendors ignoring or never receiving consent signals

Without continuous verification, the gap between policy and actual site behavior widens 

in ways that are largely invisible to the privacy team. Common examples include:
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The Operational Challenge of Consent 

Auditing

Validating consent behavior is technically complex, and the scale of that complexity is 

something most privacy teams only fully appreciate once they try to do it manually.

Thorough consent validation requires testing multiple user scenarios across many parts 

of a website or application.

Each of those scenarios produces different technical behavior, and each needs to be 

verified individually. That’s before accounting for the fact that the same page may behave 

differently depending on where the user is located, which regulatory framework applies, 

which domain they landed on, and which user flow brought them there.

A returning customer navigating through an authenticated session has a different consent 

surface than a first-time visitor arriving through a paid ad. Both need to be tested. Both can 

fail in different ways.

 Every page on a website needs 

to be tested across at least 

three distinct scenarios 

User who accepts consent

User who does neither 

•	 Multiple jurisdictions, each with different consent requirements and default behaviors

•	 Multiple domains, which may have separate CMP configurations that drift independently

•	 Different user flows, where the same page can behave differently depending on how it 

was reached

•	 Frequent site changes, which can silently invalidate configurations that were working 

correctly the week before

Testing must account for:

User who rejects it
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Marketing and product teams update websites and apps on a weekly basis, meaning 

regular and thorough audits are needed to ensure privacy compliance keeps pace with 

site changes. That cadence is what turns consent auditing from a manageable task 

into an operational challenge. A site that passes validation on Monday can fail by Friday 

because a developer pushed a new tag or a marketing team launched a campaign page 

without a privacy review.

At scale, manual validation becomes extremely time-consuming and difficult to maintain. 

Agencies implementing automated compliance solutions report 60 to 80 percent 

reductions in compliance workload compared to manual auditing processes, and cookie 

identification accuracy improves from 65 to 70 percent with manual methods to over 93 

percent with automated scanning. 

Moving Toward Continuous Consent 

Validation

The chapters before this one have been building toward a single structural problem: 

consent verification cannot be treated as an event. And that is the core case for 

continuous consent auditing—not as an upgrade to existing practice, but as a different 

model entirely. One that matches the pace at which digital environments actually change.

What this involves in practice: automated scanning across pages, jurisdictions, and device 

types; simulated user consent interactions testing actual behavior in accept, reject, and 

no-interaction states; real-time monitoring of scripts and data flows; rapid detection of 

violations as site behavior changes rather than weeks later during a scheduled review. 

The goal isn’t to generate a compliance report. It’s to maintain ongoing visibility into 

whether the digital experience layer is behaving according to consent policy right now.

That shifts what privacy teams can credibly claim. When a 

regulator asks whether consent controls are working, the answer 

is no longer “we believe so, based on our last review.” It becomes 

demonstrable. That evidentiary posture is increasingly what 

enforcement scrutiny expects to see.
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Integrating Consent Auditing Into Privacy 

Governance

Most privacy programs are built around a familiar rhythm—periodic reviews, annual audits, 

point-in-time assessments that produce a snapshot of compliance at a single moment. 

That rhythm made sense when the digital environment was relatively stable. 

It doesn’t anymore. Websites change weekly, vendors get added and removed, marketing 

teams launch new pages, and the technical infrastructure that sits beneath your consent 

banner shifts constantly. A snapshot taken on one day tells you very little about what’s 

happening on the next.

Continuous consent validation changes that relationship fundamentally. Rather than 

producing a moment of assurance that gradually ages into uncertainty, it gives privacy 

teams ongoing visibility into the actual behavior of their digital properties. That visibility 

supports broader privacy governance in ways that periodic reviews simply can’t replicate, 

specifically by:

Validating CMP performance against real-world conditions rather than 

configuration settings alone

Detecting compliance violations in the window between site changes 

and the next scheduled review, which is precisely where most violations 

currently live undetected

That last point matters more than it might initially seem.

Integrating findings directly into GRC workflows so that consent gaps are 

treated as risk items, tracked, assigned, and remediated through the same 

processes that govern the rest of the compliance program

Identifying vendor drift, where third-party partners begin receiving data 

they shouldn’t as site configurations change around them

Generating audit-ready evidence that documents consent behavior over 

time, not just at the moment a regulator asks
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GRC programs must evolve beyond traditional compliance checklists to deliver 

connected, resilient enterprise risk management, and consent behavior is one of the 

clearest examples of where that evolution is overdue. Right now, most organizations 

treat consent as a privacy team problem—something that lives in the CMP dashboard, 

separate from the risk register, separate from the vendor management program, 

separate from the audit evidence that gets reviewed at the board level.

Integrating consent auditing into GRC workflows closes that separation. It means a 

misconfigured tag on a campaign page isn’t just a technical issue that someone might 

notice eventually. It becomes a logged risk item with an owner, a remediation timeline, 

and a documented resolution.

Rather than relying on point-in-time reviews, organizations gain ongoing visibility into the 

behavior of their digital properties—and more importantly, the ability to demonstrate that 

visibility to regulators who are increasingly asking not just whether consent controls exist, 

but whether they can be proven to work.

From CMP Deployment to Consent 

Assurance

Deploying a CMP is the beginning of a consent program, not the completion of one. 

The organizations that understand this are moving toward a more mature posture, one 

where the question isn’t “do we have a consent platform?” but “can we demonstrate 

that our consent platform is working as intended, across pages, jurisdictions, and site 

updates?”

That shift represents the next stage of privacy program maturity, and it has a specific 

shape. It means consent policies are consistently enforced rather than periodically 

checked. It means new website changes are monitored as they happen rather than 

discovered after a regulator does. It means compliance gaps are identified quickly 

enough to be remediated before they compound into 

exposure. 

And it means privacy teams can demonstrate operational 

control—not just to auditors who ask, but to the organization’s 

leadership and to regulators who are increasingly 

sophisticated about the difference between a program that 

looks compliant and one that actually is.

The distance between those two things is where regulatory 

risk lives. Closing it requires moving beyond the deployment 

mindset entirely.
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How Feroot Enables Continuous Consent 

Assurance

This is where operational tooling becomes necessary. A mature consent program needs 

more than a platform that captures preferences—it needs a way to continuously verify 

that what the CMP says should happen is actually happening in production, across pages, 

consent states, and third-party integrations in the digital experience layer.

Feroot helps organizations do exactly that by continuously auditing the digital experience 

layer to ensure that consent policies are properly enforced in real-world conditions. Its 

capabilities include:

By continuously validating real-world behavior rather than relying on configuration reviews 

or point-in-time audits, Feroot helps ensure that Consent and Preference programs 

function as intended—not just on the day they’re deployed, but every day after.

Integration with GRC and compliance workflows so that findings 

feed directly into the risk management processes where they can be 

tracked, assigned, and resolved

Detection of unauthorized scripts that load or fire outside the boundaries 

of the stated consent policy

Monitoring of third-party data flows to identify vendors receiving data 

they shouldn’t be

Identification of consent enforcement failures at the point where they 

occur, not weeks later

Automated consent interaction testing that simulates real user behavior 

across accept, reject, and no-interaction states
01.

02.

03.

04.

05.
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If your organization relies on a CMP to manage consent, the next step is verifying that those 

policies are enforced across your digital properties.

Feroot provides continuous consent auditing so privacy teams can demonstrate that 

consent controls are working as intended across pages, jurisdictions, and site updates.

Schedule a demo to see how Feroot delivers continuous consent assurance.

Move From Consent Deployment 

to Consent Assurance

Feroot ensures secure and compliant user experiences by protecting sensitive data across websites and 

mobile applications. Supporting more than 50 global regulations, frameworks, and standards, Feroot automates 

compliance at the digital experience layer by providing continuous visibility into the inventory and runtime 

behavior of third-party and potentially malicious scripts. The platform delivers real-time alerting and reporting to 

SecOps and GRC teams and integrates with native security and compliance tools to accelerate remediation and 

enforce user-tracking consent policies at scale. Feroot has scanned more than one billion web pages for leading 

brands including Instacart, Reddit, and Gusto, and was named G2’s Best Data Privacy Software Product of 2026 

based on customer reviews. 

Learn more at www.feroot.com

Schedule Demo

http://www.feroot.com
https://www.feroot.com/demo/

